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ABSTRACT

As the need for a deep learning accelerator increases with the development of IoT  equipment, research on the
implementation and safety verification of the deep learning accelerator is actively. In this paper, we propose a new side
channel analysis methodology for secret information that overcomes the limitations of the previous study in Usenix 2019.
We overcome the disadvantage of limiting the range of weights and restoring only a portion of the weights in the previous
work, and restore the IEEE754 32bit single-precision with 99% accuracy with a new method using CPA. In addition, it
overcomes the limitations of existing studies that can reverse activation functions only for specific inputs. Using deep
learning, we reverse activation functions with 99% accuracy without conditions for input values with a new method. This
paper not only overcomes the limitations of previous studies, but also proves that the proposed new methodology is
effective.
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2.1 El&i{d(Deep Learning)
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Table 1. Notation

Description

Number of traces

32bit float input value
(i, ...y )3)

32bit weight value
WM (wyw, ... wy; )30)

Hamming weight

traces data

key  with absolute maximum
correlation coefficient

o~

Single input mantissa bits of 7
[m((i.()il(] "'7;31 )23)

Single weight mantissa bits of W

W, (wyw,y ... w;, )gs)
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W Single weight exponent bits of W
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Fig. 5. Mantissa 23bit reversing sequence
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Reverse engineering MSB 3bit
of target weight mantissa 23bit

Input: Power consumption traces S,
32bit input value [ of input layer node
Output: Weight mantissa MSB 3bit
W,,, ((wgwygwyy))

1. for k=0 to 127 do

2. for =1 to N do

3. [ < Ij]

4, I, < I, + 0x800000 // get input
mantissa

5. W, < k+128 //  get weight
mantissa

6. O < I, X W, // get multiply of
input mantissa by weight mantissa

HW [j]—HW((0401 .. 015)) // get
8-bit hamming weight
8. end
9. T [k]—p({AW]],..,HW[N]},S)
10. if( | eT[k] | > max( | eT[k] 1))
11. key < k
12, max(lcTlk] | )« | cTlk] |
13. end
14. W, (wywygw;,)) < key MSB 3-bit

15. return W, ((wgwmwu))

=~

7R el AAgE At & A5 §e
S Z=2%(overflow) o AvjZz$-

(underflow) & ARXRI}, 78] 2|45 8n|E9}

Zre] ARAS AXE Fd A5 8

T 9eH olF daEEeR Jed Fig. 7.3
). Fig. T.914 arde 383 730 A8l
1,d9} 7V AR A8l W,,de v A
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Azle] z2BlEE vldtl. mrdedA ard<] ol
Aasbd BAG ¢ 5 9L 5

o

Reverse engineering exponent 8bit
of target weight

Input: Power consumption traces S, 32bit
input value 7 of input layer node, weight
mantissa 23bit W, (wewy ... ws;))
Output: Weight exponent 8bit W,

1. for k=0 to 256 do

2. W, <k

3. for =1 to N do

4. I < Ij]

5 I, < I, + 0x800000 // get input
mantissa

6. ard «— (23—1,d) + (23— W,,d)

7. mrd < digit of (I, X W, )

8. c < mrd—ard—1 // get correction
value

9. re «— (I, —127)+ (k—127) + ¢ +127

10.  HWIj] « HWlre) // get result
8-bit exponent value hamming weight
11. end

2. cTlkl—p({HW]],. . HW[NI}S)
13. if( | ¢T[k] | > max( | c¢T[k] )

14.  key < k

15, max( |l eT[k] 1)« | eT[k] |

16. end

17. W, < key

18. return W,

Fig. 6. Algorithm of reverse engineering MSB
3bit of target weight mantissa 23bit

Fig. 7. Algorithm of reverse engineering exponent
8bit of target weight
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Reverse engineering sign 1bit
of target weight

Input: Power consumption traces .S, 32bit input

value / of input layer node, weight mantissa

23bit W, , weight exponent 8bit 1,

Output: Weight sign 1bit W,

. // Suppose W is negative

2. for j=1 to N do

3. 1 < Ij]

4. W, < 1

5. HWIj] < HW(IX W) // get 32-bit
hamming weight

—_

end
T, —p({HWI],..., HWI[NI},S)
. // Suppose W is positive
. for =1 to N do
10. I < I[j]
11. W, <0

12.  HWIj| <« HW(I X W) // get 32-bit
hamming weight

13. end

. cT, < p({HW],.... HWIN},S)

15. if T, > cT,

6. W,<1

17 if cT, > cT,

18 W,<0

S

19. return W,

S

© o

Fig. 8. Algorithm of reverse engineering sign 1bit
of target weight
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Fig. 11. Activation function reversing process
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Table 3. Experimental setup for activation
function recovery
Processor STM32F303RCT7
Measurement Oscilloscope(HDO6104A)
Operating 737 MHz
frequency
Simgoid 850
Tanh 850
Trace
Softmax 850
ReL.U 850

Sigmoid Softmax

o 750000 O

Tanh Relu

o 800000 O 430000
Fig. 12. Whole power trace and train data
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Table 4. CNN model specification

Layer Type Output Shape Parameter
ConvlD (None, 219969, 8) 264
Batch Normalization (None, 219969, 8) 32
MaxPooling (None, 12220, 8) 0
Conv2D (None, 12189, 8) 2056
MaxPooling (None, 677, 8) 0
Flatten (None, 5416) 0
Dense (None, 50) 270850
Dense (None, 4) 204

Total Parameters : 273,406
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